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1. Issue description 

The issue (The underlying connection was closed) when you send, cancel or check the invoices NF-

e 4.00 or CT-e 3.00 occurs because SEFAZ (Ministry of Finance), the ministry responsible for creating and 

maintaning the receiving of invoices by the government, started to use TLS 1.2 as the only valid encryption 

model to send and/or check invoices. Because of this, many computers are not up to date in order to 

perform these operations, as some Windows did not have this encryption model by default. 

Below we will detail some of the solutions that we found to enable sending and checking NF-e 4.00 

and CT-e 3.00 through this encryption model. It is important to note that it may be necessary to carry out 

some or every solution presented in this document in order to fix the issue. 

2. Possible solutions for the issue 

2.1. Install .NET Framework 4.5 or above 

The first step to fix the issue will be to check if the computer has the .NET framework 4.5 or above. 

This framework is necessary for Une add-ons to work, and it was only in framework 4.5 that TLS 1.2 has 

been enabled for developers use. This step is just a fast check, because almost every Windows have this 

framework installed by default. 

To check if the .NET Framework 4.5 or above is installed, do the following: 

1. Click on Windows icon, in the lower left corner; 

2. Type ‘Apps & features’, as the image below shows; 

2.1.  
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3. Click to open the form and type ‘.NET’ on the search field, as the image below shows; 

3.1.  
4. If there is not an equal or superior version, click Here (Microsoft Link) and install it in the 

computer. If it exists, as the image above shows, then it will not be necessary to reinstall it.  

2.2. Enable TLS 1.2 on Windows 

The second step to fix this issue is to enable TLS 1.2 on Windows. This option exists on some 

Windows versions, but it is disabled. Follow the steps below to activate it. It is important to note that if the 

Windows version installed does not have this option, then it is necessary to check the step-by-step 

Windows update. 

1. Click on Windows icon, in the lower left corner; 

2. Type ‘Control Panel’, as the image below shows: 

2.1.  
3. Click to open the form and type on the search field ‘Internet Options’, as the image below shows; 

https://www.microsoft.com/download/details.aspx?id=30653
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3.1.  
4. Open the form and click on ‘Advanced’. At the ‘Settings’ group, check/unckeck the following 

check boxes ‘Do not save encrypted pages to disk’, ‘Use SSL 3.0’, ‘Use TLS 1.0’, ‘Use TLS 1.1’ and 

‘Use TLS 1.2’, as the image below shows; 

4.1.  
5. After applying the configuration, it may be needed to reinstall the certificate chains, as the step-

by-step below shows. 

2.3. Certificate Chains reinstall 

The use of private certificates to send and check NF-e/CT-e also requires the use of public 

certificate chains. Those certificate chains are installed automatically when the private certificate is 

installed, but in some cases, communication problems can occur, and when that happens, the public 

certificate chains are not installed. The step-by-step below can be used to be certain that they will be 

installed correctly. 

1. Download the public certificate chains at: 

1.1. Autoridade Certificadora Raiz Brasileira v5; 

1.2. Autoridade Certificadora SERPRO v4; 

1.3. Autoridade Certificadora do SERPRO Final SSL. 

2. After downloading the certificate chains, install them by clicking with the right click of the mouse 

and choosing the option ‘Install Certificate’, as the image below shows; 

http://acraiz.icpbrasil.gov.br/ICP-Brasilv5.crt
http://acraiz.icpbrasil.gov.br/credenciadas/SERPRO/v5/p/Autoridade_Certificadora_Serpro_v4.crt
http://acraiz.icpbrasil.gov.br/credenciadas/SERPRO/v5/Autoridade_Certificadora_do_Serpro_Final_SSL.crt


   

 

Page 5 of 6 

 

2.1.  
3. Choose the ‘Current User’ option and then click on ‘Next’; 

3.1.  
4. Choose the option ‘Place all certificates in the following store’ and click in ‘Browse’. After that, 

choose the ‘Trusted Root Certification Authorities’ directory and click in ‘Next’, as the image 

below shows; 
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4.1.  
5. Click in ‘Finish’ to install it; 

6. Do the same steps for the other two public certificate chains. 

 

2.4. Windows update 

The last step to fix the issue will be to install Windows update. As some Windows versions does not 

come with TLS 1.2 model of encryption installed, it was created several updates and hotfixes to enable and 

fix this encryption mode. 

As an example, Windows Server 2008 does not comes with that option by default. Only after 

updating Windows to Windows Server 2008 R2 it is possible to use that encryption model. 

It is not easy to discover exactly which updates or hotfixes are necessary to fix the issue, as almost 

none of them provides a clear description of exactly what they are fixing.  

We strongly suggest that the security packages with a description related to ‘WinHttp’ and/or ‘TLS’ 

are installed first. If those updates do not fix the issue, we suggest installing the remaining Windows 

updates. 

3. Last remarks 

By doing some or every step in this guide, we could fix the issue in all our clients. If you still have 

the issue after performing the steps above, please contact us for further analysis. 


